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There is little doubt that the networking world’s ultimate goal is anywhere, anytime, continuous
connectivity computing.  Mobility is becoming a requirement rather than an amenity.  With the advent of
the cellular phone, people have tasted the flexibility that roaming provides and the freedom to be
untethered from the confines of a fixed network.  The demand for laptop computers with connectivity to
the Internet is yet another example.  However, the ability to provide mobile connectivity has lagged far
behind the demand.  The authors of the Internet Protocol (IP) in the late 60s could not have imagined
where their protocol, originally developed to allow a small number of scientists, engineers, and host
computers to communicate, would lead.  Certainly there was never a requirement for mobility or for
automatic reconfiguration of the network when hosts were moved.  In fact, IP implicitly assumes that a
host is fixed and the IP address registered to the host is a direct function of the network that the host is
connected to.  This provides the underlying mechanism for datagrams to be properly routed.

The present process of modifying IP addresses is cumbersome and tedious, even for a computer
savvy user.  The process requires both know-how and coordination with a system administrator.  Ideally,
we would like to be able to roam from network to network seemlessly.  The Mobile-IP working group of
the Internet Engineering Task Force (IETF) has developed a standard to do just that.  The standard, now
called Mobile-IP, is an enhancement to standard IP and is described in detail in RFC 2002.  There are
actually two mobility standards, one to support the current IPv4 standard and another for the future
Internet IPv6 (a.k.a. IPng) standard.

In this paper we will discuss the unique characteristics of Mobile-IP.  As we shall see, there are
many problems to address in addition to just allowing a mobile host to move seemlessly from network to
network.  There are issues of security, authentication, routing, delays, and more.  For example, what do
you do when the mobile is in transit, when it is not connected to either network.  Consider also a wireless
network which allows a host to be connected to two or more networks simultaneously.  Each of these
occurrences must be addressed and efficiently solved by Mobile-IP.

'HVLJQ�5HTXLUHPHQWV

IP was never intended for mobility.  Nevertheless, we are faced with the need to provide this
functionality without changing the underlying protocol.  If we had the luxury of starting over again,
hindsight would provide a wealth of wisdom in implementing a mobility protocol.  However, given the
installed base, the overriding design requirement must be to remain compatible with standard IP.

Mobile-IP must be able to support mobility both wired and wireless LANs.  Therefore the
Mobile-IP design must be able to function in the harsh wireless world where high error rates are the norm
and bandwidth is limited.  Taking mobility a step further, the design must accommodate a mobile host in
a heterogeneous environment where a mobile host can move between wireless LANs, as well as, between
a wire and wireless LAN.  The wireless medium leads to unique configurations.  For example, consider
that a mobile host may be simultaneously connected to more than one network, a situation that would
never occur in a wired LAN.  However, it happens everyday in a cellular phone network where a user
moves between coverage areas that overlap.  In the overlapping area, data is received by more than one
base station.  The cellular network must be able to adapt to this environment and so must the design for
Mobile-IP.

Mobile communication often implies battery powered devices, therefore the design should
include a protocol with as little overhead as possible to help reduce transmissions and therefore conserve
battery power.

$�0RELOH�6XSSRUWLQJ�1HWZRUN

To allow a Mobile Host (MH) to move between networks while keeping its fixed IP address, two
support components are required, a Home Agent (HA) and a Foreign Agent (FA).  A HA is a host on the
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network were the MH normally resides.  In practice, it is quite possible that the MH is never physically
connected to the Home Network (HN).  A FA resides on each remote network where the MH wishes to
visit.  A foreign agent located on a remote network acts as coordinator when the mobile host is visiting.
Foreign Network “A” in Figure 1 shows this configuration.

It is interesting to note that it is possible for a FA to exist on a network other than the FN where
the MH is temporarily located.  In a similar manner, it is not a requirement that the HA reside on the HN.
As long as there is a link, the FA and HA may be located almost anywhere.  Using proxy or gratuitous
ARP mechanisms it is possible that the agents not be on their respective networks.

It is also interesting to note that Mobile-IP allows a MH to move to a FN without the support of a
FA.  This allows the mobile host greater freedom since it implies the mobile host can move to any
network.  When a MH is on a foreign network without the aid of a FA, it must perform the functions of
the FA.  We will discuss in a subsequent section the advantages and disadvantage of this mode of
operation.  Foreign Network “B” in Figure 1 depicts this operating mode.

0RELOH�,3�2YHUYLHZ

The following provides a high level summary of the protocol. This scenario explains the simple
case where the HA and FA are located on the HN and FN respectively.

• Mobile Agents (MA) may advertise their presence by sending Agent Advertisement messages.

• A MH may solicit MAs by sending Agent Solicitation messages.

• A MH uses the MAs advertisements to determine if it is on the HN or a FN.

• When the MH is on the HN, it acts independent of the HA.

• When a MH returns from a FN, it must de-register with the HA through Registration Request
and Registration Reply messages.

• When a MH finds it has moved to a new FN, it obtains a care-of address from the FA or from
other means such as DHCP.

• When a MH on the FN obtains its care-of address, it registers the new care-of address with the
HA using a Registration Request and Registration Reply.

• Datagrams sent to the HN are intercepted by the HA and encapsulated in a new datagram which
contains the care-of address and sent to the FA, or to the MH if it is acting without the aid of a
FA.

• Datagrams sent by the MH on the FN need not return to the HA, they may be sent directly to the
original source host.

'LVFRYHU\��$GYHUWLVHPHQW��DQG�6ROLFLWDWLRQ

Agent discovery is the method by which a MH ascertains whether it is connected to the foreign or
host network.  The discovery process relies on the ICMP (Internet Control Message Protocol).  It also
requires cooperation between the mobile agents and the mobile host.  A Mobile Agent may advertise that
it is available to provide mobility services or the MH may send a message to ascertain the availability of
possible mobile agents, referred to as Agent Solicitation.  If the MH is connected to a FN, it is provided
with a care-of address during the discovery process.

When the MH is away from the home network, it is the responsibility of the HA to accept IP
packets normally intended for the MH and forward them to the remote network.  This requires the MH to
keep the HA informed of its location.  This is accomplished when the MH first attaches to the remote
network, it uses a special registration protocol to update the HA with its location using the FA.  Through
the FA, the MH sends a registration message back to the HA indicating its present location.  The process
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is reminiscent of a child traveling to a friend’s house and then calling home to inform the parent (e.g.,
HA) that he or she has arrived.  In this way, the parent (HA) knows where the child (MH) can be
contacted.

0XOWLFDVWLQJ

One might ask how an agent advertises its availability as a mobility agent efficiently?  It is true
that the mobility agents have a list of mobile hosts that it will support, however, this list could be long
and to broadcast individual datagrams to all possible mobile hosts would be inefficient.  To solve this
problem Mobile-IP uses multicasting.

Multicasting meets the needs of Mobile-IP perfectly, since it allows a mobility agent to multicast
(advertise) its availability to the local network where it can support mobility services.  In addition, the
multicasting scheme can limit the broadcast to the subnet.  This is exactly what is required since we do
not want to advertise availability off the subnet that we can provide service to.

Multicasting, as currently implemented in standard IPv4, falls into the Class E address range,
224.0.0.0 to 239.255.255.255.  Messages sent in this range can be received by all machines with routing
tables properly configured.  However, for Mobile-IP we are interested in sending to only hosts on the
local subnet.  The IP range for this functionality is 224.0.0.0 to 224.0.0.255 discussed in RFC 1060 under
maintenance protocols.

7XQQHOLQJ��,3�ZLWKLQ�,3�

When the registration process is complete, the HA has the care-of address of the MH.  It is then
prepared to intercept and forward packets intended for the MH on the home network, to the MH on the
foreign network.  The forwarding of packets is performed through a process known as tunneling.
Tunneling is performed by encapsulating the original datagram in a new datagram.  In this manner,
routers that would normally direct the datagram to the address of the “inner” IP address, see only the
“outer” IP address and pass it to the foreign agent where the MH now resides.  When the FA receives the
packet intended for the MH, it de-encapsulates the datagram and passes the original datagram to the
foreign network where only the MH receives it.  The MH is oblivious to the tunneling process.  It is the
mobility agents that perform all the work and hide the true path that the datagram has taken.

From a routing standpoint, it should be clear that this process is not optimal.  For example, all
packets intended for the MH are first sent to the HA which results in delays.  However, this is a  small
price to pay for mobility in most applications.  In applications that require near real time information
such as voice, the additional delay may make this service unusable.  Note that the delay is in one
direction only.  Delays occur for datagrams sent to the MH only.  When datagrams from the MH are
returned, they are not sent back to the HA, but are sent directly to their destination.

A few subtle points are worthy of particular attention.  One should not confuse the care-of
address with the IP address of the Mobile Host.  The Mobile Host’s IP address never changes, only the
care-of address is changed to indicate to the Home Agent where the Mobile Host can be located.  In
addition, the care-of address is the end of the tunnel and it may or may not be the address of the FA.

0RELOLW\�ZLWKRXW�D�)$

When a FA is available, it gives the HA its own IP address to use as the care-of address for the
MH.  This mode conserves IP addresses and places no limitations on the number of mobile hosts allowed
on the network.  There can be any number of MHs on a FN since they all have a single care-of address,
which is the foreign agent care-of address.  This is the preferred mode of operation since it conserves IP
addresses and requires no IP administration.  In this  mode the HA tunnels datagrams to the FA by
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encapsulating the true source IP address within an IP header that contains the IP address of the FA.
When the datagram reaches the FA, it is de-encapsulated and sent to the MH.

A second mode supported by Mobile-IP provides the MH with a co-located care-of address.
One mechanism for dynamically dispensing the temporary IP co-located care-of address  is the Dynamic
Host Configuration Protocol (DHCP).  Under this mode of operation, there is no longer a need for the
FA.  This provides the MH with greater flexibility since the MH is not limited to networks that have a
FA.  The disadvantage is that each MH must have a unique IP address which ultimately limits the number
of MHs on the network.  In addition, de-encapsulation must be performed by the MH in the absence of
the FA.

&RQFOXVLRQ

As the size and cost of computer systems continues to plummet, the interest and demand for
mobility continues to soar.  The use of the Internet as an information resource and vital form of
communication will continue to attract new users and new applications placing further demands to
support functions that the original Internet Protocol was never intended to support.  The authors of the
protocol could not have imagined where their idea would eventually lead.  It is a tribute to their acumen
that the protocol has withstood the test of time and provided sufficient flexibility so as to support an
incredibly wide range of applications.

Mobile-IP is still in its infancy.  Various implementations are being developed.  Although there is
still additional development work that needs to be done, we are well on our way to supporting innovative
uses.  With Mobile-IP we are one step closer to the goal of anywhere, anytime, continuous connectivity
computing.
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A Mobile Host is associated with a Home Network that is supported by a Home Agent normally
connected to the Home Network.  The Mobile Host may travel to a Foreign Network supported by a
Foreign Agent such as network “A”.  Mobile-IP also allows the Mobile Host to visit a Foreign Network
that does not have a Foreign Agent such as shown in network “B”.  In this latter case, the Mobile Host
must provide the functionality normally provided by the Foreign Agent.


